a2 United States Patent

Pulini et al.

US009191843B2

US 9,191,843 B2
Nov. 17, 2015

(10) Patent No.:
(45) Date of Patent:

(54)

(71)

(72)

(73)

")

@
(22)

(65)

(60)

(1)

(52)

(58)

APPARATUS AND METHOD FOR
MEASURING AND REPORTING
REDUNDANT WIRELESS CONNECTIVITY
OVER TIME

Applicant: Honeywell International, Inc.,
Morristown, NJ (US)

Inventors: Christopher Pulini, Ambler, PA (US);
Norman R. Swanson, Douglassville, PA
(US)

Assignee: Honeywell International Inc., Morris
Plains, NJ (US)

Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 105 days.

Appl. No.: 13/947,951

Filed: Jul. 22,2013
Prior Publication Data
US 2014/0370820 Al Dec. 18, 2014

Related U.S. Application Data

Provisional application No. 61/834,000, filed on Jun.
12, 2013.

Int. Cl.
HO04B 17/00 (2015.01)
HO4W 24/08 (2009.01)
(Continued)
U.S. CL
CPC ... HO4W 24/08 (2013.01); HO4L 12/40176

(2013.01); HO4L 43/045 (2013.01); HO4L
43/06 (2013.01); HO4L 43/0811 (2013.01);
HO4L 67/36 (2013.01); HO4L 67/12 (2013.01)
Field of Classification Search

CPC ..o HO4L 12/40176; HO4L 43/0811;
HO4W 24/08
USPC i 455/67.11, 67.7

See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

6,437,692 Bl
6,847,316 Bl

8/2002 Petite et al.
1/2005 Keller

(Continued)

FOREIGN PATENT DOCUMENTS

DE 103 14721 Al 112004
EP 1401171 A2 3/2004

(Continued)
OTHER PUBLICATIONS

A. Aiello et al., “Wireless Distributed Measurement System by Using
Mobile Devices,” IEEE Workshop on Intelligent Data Acquisition
and Advanced Computing Systems: Technology and Applications,
Sep. 5-7, 2005, Sofia, Bulgaria, pp. 316-319.

(Continued)

Primary Examiner — Ayodeji Ayotunde

57 ABSTRACT

A method includes identifying an amount of time that a wire-
less device has or does not have redundant connectivity in a
wireless network during a specified time period. The method
also includes identifying a redundant wireless connection
availability of the wireless device during the specified time
period. Identifying the amount of time that the wireless
device has or does not have redundant connectivity could
include identifying connection events associated with the
wireless device. The connection events can include events in
which a wireless connection with the wireless device is
formed and events in which a wireless connection with the
wireless device is dropped. Time periods during which mul-
tiple wireless connections with the wireless device exist or do
not exist can be identified. Identifying the redundant wireless
connection availability could include identifying a percent-
age of the specified time period during which multiple wire-
less connections with the wireless device exist.

22 Claims, 4 Drawing Sheets
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1
APPARATUS AND METHOD FOR
MEASURING AND REPORTING
REDUNDANT WIRELESS CONNECTIVITY
OVER TIME

CROSS-REFERENCE TO RELATED
APPLICATION AND PRIORITY CLAIM

This application claims priority under 35 U.S.C. §119(e) to
U.S. Provisional Patent Application No. 61/834,000 filed on
Jun. 12,2013, which is hereby incorporated by reference in its
entirety.

TECHNICAL FIELD

This disclosure relates generally to wireless communica-
tion systems. More specifically, this disclosure relates to an
apparatus and method for measuring and reporting redundant
wireless connectivity over time.

BACKGROUND

Wireless networks are frequently used in industrial process
control systems. For example, a process control system often
includes sensors that provide measurements over a wireless
network and actuators that receive control signals over the
wireless network. A process controller can use the measure-
ments from the sensors to generate the control signals for the
actuators.

A wireless device may connect to a wireless network using
one or more connections to one or more parent access points
or routers. Redundant wireless connectivity to a network
provides increased availability and reliability compared to
non-redundant connectivity. Current wireless systems often
support multiple connections between a wireless device and
its parent access points or routers within a network. Connec-
tions may be used for various purposes, such as process data
publication, request/response communications, message
routing, and clock synchronization. Each connection may
have one or more purposes. In an optimal network, redundant
connections are formed for each purpose.

SUMMARY

This disclosure provides an apparatus and method for mea-
suring and reporting redundant wireless connectivity over
time.

In a first embodiment, a method includes identifying an
amount of time that a wireless device has or does not have
redundant connectivity in a wireless network during a speci-
fied time period. The method also includes identifying a
redundant wireless connection availability of the wireless
device during the specified time period.

In a second embodiment, an apparatus includes at least one
processing device configured to (i) identify an amount of time
that a wireless device has or does not have redundant connec-
tivity in a wireless network during a specified time period and
(ii) identify a redundant wireless connection availability of
the wireless device during the specified time period. The
apparatus also includes at least one memory configured to
store the redundant wireless connection availability.

In a third embodiment, a non-transitory computer readable
medium embodies a computer program. The computer pro-
gram includes computer readable program code for identify-
ing an amount of time that a wireless device has or does not
have redundant connectivity in a wireless network during a
specified time period. The computer program also includes
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2

computer readable program code for identifying a redundant
wireless connection availability of the wireless device during
the specified time period.

Other technical features may be readily apparent to one
skilled in the art from the following figures, descriptions, and
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure, ref-
erence is now made to the following description, taken in
conjunction with the accompanying drawings, in which:

FIG. 1 illustrates an example industrial control and auto-
mation system according to this disclosure;

FIG. 2 illustrates an example wireless device manager or
other device executing a monitoring application in an indus-
trial control and automation system according to this disclo-
sure;

FIG. 3 illustrates an example graphical display for report-
ing redundant wireless connectivity according to this disclo-
sure;

FIG. 4 illustrates an example report for disclosing or using
redundant wireless connectivity according to this disclosure;
and

FIG. 5 illustrates an example method for reporting redun-
dant wireless connectivity within a wireless network accord-
ing to this disclosure.

DETAILED DESCRIPTION

FIGS. 1 through 5, discussed below, and the various
embodiments used to describe the principles of the present
invention in this patent document are by way of illustration
only and should not be construed in any way to limit the scope
of the invention. Those skilled in the art will understand that
the principles of the invention may be implemented in any
type of suitably arranged device or system.

FIG. 1 illustrates an example industrial control and auto-
mation system 100 according to this disclosure. As shown in
FIG. 1, the system 100 includes one or more process elements
102. The process elements 102 represent components in a
process system that perform any of a wide variety of func-
tions. For example, the process elements 102 could represent
sensors, actuators, or any other or additional industrial equip-
ment in a processing environment. Each process element 102
includes any suitable structure for performing one or more
functions in a process system. Also, a process system repre-
sents any system or portion thereof configured to process one
or more materials in some manner.

A controller 104 is coupled to the process elements 102.
The controller 104 controls the operation of one or more of
the process elements 102. For example, the controller 104
could receive information associated with the process system,
such as sensor measurements from some of the process ele-
ments 102. The controller 104 could use this information to
generate control signals for others of the process elements
102 such as actuators, thereby adjusting the operation of those
process elements 102. The controller 104 includes any suit-
able structure for controlling one or more process elements
102. The controller 104 could, for example, represent a com-
puting device executing a MICROSOFT WINDOWS or suit-
able real-time operating system.

A network 106 facilitates communication between various
components in the system 100. For example, the network 106
may communicate Internet Protocol (IP) packets, frame relay
frames, Asynchronous Transfer Mode (ATM) cells, or other
suitable information between network addresses. The net-
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work 106 may include one or more local area networks,
metropolitan area networks, wide area networks, all or a
portion of a global network, or any other communication
system(s) at one or more locations. As a particular example,
the network 106 could include a FAULT TOLERANT ETH-
ERNET network from HONEYWELL INTERNATIONAL
INC.

The system 100 also includes one or more industrial wire-
less networks for communicating with wireless sensors or
other wireless field devices. In the example shown in FIG. 1,
an industrial wireless network includes field routers 108a-
108c and backbone routers 110a-1105. The field routers
108a-108¢ and backbone routers 110a-1105 wirelessly com-
municate with each other to form a wireless network, such as
a mesh network. For example, the field routers 108a-108¢
could receive data transmitted wirelessly from field instru-
ments 112a-112¢ and route the data to the backbone routers
1104-1105. The backbone routers 110a-1105 could receive
data from the field routers 108a-108¢ directly or indirectly
(such as through other field routers) and directly or indirectly
from the field instruments 112a-112¢ for transmission over a
backbone network 114. The field routers 108a-108c
and backbone routers 110a-1105 could also route data
received over the backbone network 114 to the field instru-
ments 112a-112¢. Inthis way, the field routers 108a-108c and
backbone routers 110a-11056 form a network that can provide
wireless coverage to field instruments and other devices in a
specified area, such as a large industrial complex. The wire-
less network can support any suitable industrial wireless net-
work protocol(s), such as ISA100 Wireless or Wire-
lessHART.

In this example, the field routers 108a-108¢ and backbone
routers 110a-1105 generally represent routing devices that
store and forward messages for other devices. Field routers
108a-108¢ may be battery-powered or otherwise locally pow-
ered, and backbone routers 110a-1105 may be line-powered
or receive operating power from external sources (such as AC
supply lines). However, each field or backbone router could
be powered in any suitable manner. The field instruments
112a-112e generally represent non-routing devices that are
routinely locally-powered, although a field instrument could
provide routing functionality or be line-powered.

Each field router 1084-108¢ and backbone router 110a-
1104 includes any suitable structure facilitating wireless
communications, such as a radio frequency (RF) frequency-
hopping spread spectrum (FHSS) or direct sequence spread
spectrum (DSSS) transceiver. Each of the backbone routers
110a-1105 also includes any suitable structure facilitating
communication over the backbone network 114, such as an
Ethernet transceiver. In particular embodiments, the field
routers 108a-108¢ could represent field device access points
(FDAPs) that are not connected via wired Ethernet and may
be locally powered, and the backbone routers 110a-1105
could represent FDAPs that are connected via wired Ethernet
and may be line powered. The backbone network 114
includes any suitable network for transporting data, such as a
FAULT TOLERANT ETHERNET network, a wireless mesh
network, or other wired or wireless network.

A wireless configuration and OLE for Process Control
(OPC) server 116 can configure and control various aspects of
the system 100 via a wireless device manager (WDM) 118.
For example, the server 116 allows for the control of process
elements 102 via the controller 104 and via the WDM 118,
which configures the operation of the field routers 108a-108c,
backbone routers 110a-11054, and field instruments 112a-
112e. The server 116 could also support security in the system
100, such as by allowing for the WDM 118 to distribute
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cryptographic keys or other security data to various wireless
devices or other components. The server 116 includes any
suitable structure for operating industrial control and auto-
mation system 100.

The WDM 118 supports various functional components
used to manage and interact with a wireless network. For
example, the WDM 118 can include a gateway 120, a security
manager 122, and a system manager 124. The gateway 120
performs various translation functions, allowing information
to be exchanged between networks using different protocols.
For instance, the gateway 120 could translate between one or
more wired Ethernet protocols and one or more wireless
protocols. The security manager 122 performs various secu-
rity-related functions, such as functions to allow only autho-
rized traffic to flow between the networks 106, 114. The
system manager 124 performs various management functions
to manage a wireless network. For example, the system man-
ager 124 could collect information and identify redundant
wireless connectivity over time. The system manager 124 can
also be responsible for choosing communication paths for
each device and managing any resources needed to commu-
nicate over the wireless network (such as by allocating com-
munication slots and coordinating slot allocations between
different devices).

Each functional component 120-124 in the WDM 118
could be implemented in any suitable manner. For example,
each functional component 120-124 could be implemented
using hardware or a combination of hardware and software/
firmware instructions. Also, hardware can be shared between
the functional components 120-124, such as when the same
processing devices are used to execute instructions of the
functional components 120-124. While shown as forming
part of a single WDM 118, one or more functional compo-
nents 120-124 could be implemented as separate compo-
nents.

In particular embodiments, various devices in the wireless
network of FIG. 1 form a mesh network communicating at 2.4
GHzor 5.8 GHz. Also, in particular embodiments, data can be
injected into the wireless mesh network through the routers or
field instruments, thus providing versatile, multifunctional,
plant-wide coverage for wireless sensing, asset location
tracking, personnel tracking, wireless communications, and
any other or additional functionality as desired.

Asnoted above, various devices in a wireless network have
the ability to communicate over redundant wireless connec-
tions with their parent access points or routers. In FIG. 1, for
example, the field instrument 112¢ could have redundant
connections to the field routers 1084-1085. Redundant wire-
less connections are often desirable because they help to
increase the reliability of the wireless network. For instance,
a failure of or interference in one wireless connection may not
prevent a device from transmitting or receiving data over the
wireless network using another wireless connection.

Some conventional systems indirectly report only the cur-
rent connectivity status for each device in a wireless network.
This may allow, for example, a user to determine whether
each device currently has non-redundant connectivity or
redundant connectivity. However, a problem can occur if a
user wants to know the availability of redundant connectivity
over time. Thus, for instance, if redundant connectivity is
unavailable every day between the hours of midnight and 6:00
AM, a user would not know if he or she checked the current
status of the network at noon daily.

In accordance with this disclosure, the system 100 is con-
figured to track the history of a connection within a wireless
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network over time. This could be done, for example, by the
system manager 124 or other component that can function as
a historian.

The system 100 can also calculate the overall redundant
connectivity status for each device. An overall redundant
connectivity status represents an indication whether a par-
ticular device has redundant connectivity. The connectivity
status could be calculated at any suitable time(s), such as
upon each connection event (like when a connection is
formed or when a connection is lost or otherwise dropped).
The connectivity status can also be based upon redundant
connectivity for each purpose of a communication path, such
as whether there are one or more communication paths for
process data publication, one or more communication paths
for request/response communications, and so on.

The system 100 can then calculate the total time that a
device has been connected to a wireless network and the total
time that the device has had redundant connectivity. Based
upon these calculations, the system 100 can report redundant
wireless connection availability as a percentage (such as time
connected redundantly versus total time connected) or other
suitable statistic. Note that the values used here can be reset,
such as by a user. As a result, a redundant wireless connection
availability value can also be calculated using the total time
that a wireless device has had redundant connectivity since
the last reset and the total time that the device has been
connected to a wireless network since the last reset.

This information can be used in any suitable manner. For
example, the redundant wireless connection availability for at
least one device can be displayed to one or more users within
a user interface. Also, a user can generate a connectivity
report that lists the redundant wireless connection availability
for one or more devices in a network. Devices with unexpect-
edly low availability values could be highlighted. This allows
a user to quickly measure the overall health of a wireless
network and to identify any devices that may have redundant
connections that frequently break and reform. In particular
embodiments, any device with a redundant wireless connec-
tion availability below 80% can be colored red, and any
device with a redundant wireless connection availability
between 80% and 90% can be colored yellow or orange.
Additional details are provided below regarding the measur-
ing and reporting of redundant wireless connectivity over
time, such as an example graphical display, an example
report, and example implementation details.

Although FIG. 1 illustrates one example of an industrial
control and automation system 100, various changes may be
made to FIG. 1. For example, the system 100 could include
any number of each component. Also, the functional division
shown in F1G. 1 is for illustration only. Various components in
FIG. 1 could be combined, subdivided, or omitted and addi-
tional components could be added according to particular
needs. Further, while the wireless network is illustrated as
being used along with a wired controller 104 and wired pro-
cess elements 102, one or more wireless networks could be
used in a system without wired control elements. In addition,
FIG. 1 illustrates one example operational environment
where the measuring and reporting of redundant wireless
connectivity over time can be used. This functionality could
be used in any other suitable system.

FIG. 2 illustrates an example wireless device manager
(WDM) 118 or other device executing a monitoring applica-
tion in an industrial control and automation system according
to this disclosure. The monitoring application could represent
or form at least a part of the system manager 124.

As shown in FIG. 2, the device includes a controller 202,
which controls the overall operation of the device. For
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example, the controller 202 could track the amount of time a
device has redundant connectivity in a wireless network, and
this could be repeated for any number of devices. The con-
troller 202 can also aggregate this information to determine
the redundant wireless connection availability for each
device. The controller 202 includes any suitable structure for
controlling operation of a device. As particular examples, the
controller 202 could represent at least one processor, micro-
processor, microcontroller, field programmable gate array,
digital signal processor, or other processing or control device.

A memory 204 is coupled to the controller 202. The
memory 204 stores any of a wide variety of information used,
collected, or generated by the device. For example, the
memory 204 could store connection statistics associated with
wireless devices. The memory 204 includes any suitable vola-
tile and/or non-volatile storage and retrieval device(s).

The device also includes one or more interfaces 206 con-
figured to communicate with external devices and systems.
For example, the interfaces 206 could include one or more
Ethernet or other wired network interfaces supporting com-
munications over one or more wired networks (such as the
networks 106, 114). The interfaces 206 could also include one
or more RF or other wireless network interfaces supporting
communications over one or more wireless networks. The
interface(s) 206 can be used in any suitable manner, such as to
receive information identitying wireless connection statistics
or to receive wireless signals for which connection statistics
can be calculated. Each interface 206 includes any suitable
structure for transmitting and/or receiving signals over a net-
work.

In particular embodiments, the device shown in FIG. 2 can
beused to execute a monitoring application that measures and
reports redundant wireless connection availability for one or
more wireless devices in a wireless network. The monitoring
application could identify the redundant wireless connection
availability for one device, such as the device on which the
monitoring application is executed. The monitoring applica-
tion could also identify the redundant wireless connection
availability for multiple devices, such as a subset or all of the
devices in a wireless network.

Although FIG. 2 illustrates one example of a WDM 118 or
other device executing a monitoring application in an indus-
trial control and automation system, various changes may be
made to FIG. 2. For example, various components in FIG. 2
could be combined, subdivided, or omitted and additional
components could be added according to particular needs.

FIG. 3 illustrates an example graphical display 300 for
reporting redundant wireless connectivity according to this
disclosure. The graphical display 300 represents one example
way in which redundant communication availability could be
used. The graphical display 300 could be generated by any
suitable device or system (such as the system manager 124)
and presented on any suitable device or system (such as a
control room display screen).

As shown in FIG. 3, the graphical display 300 includes a
network map 302, which identifies nodes of a wireless net-
work and communication paths between those nodes. In this
example, the network map 302 includes various icons 304
representing the network nodes and various lines 306 repre-
senting communication paths between those nodes. Note that
this represents one example of a network map 302 and that the
network map 302 can include any number of nodes and com-
munication paths in any suitable arrangement.

Each line 306 representing a communication path can
include a label 308. Each label 308 in this example includes
one or more statistical values for the associated communica-
tion path, such as one or more Received Signal Quality Indi-
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cator (RSQI), Received Signal Strength Indication (RSSI), or
transmit success/fail ratio values. If multiple values are
present in a single label 308, the values can be associated with
communications in different directions within the same path
(such as one value for A-to-B communications and another
value for B-to-A communications).

The graphical display 300 also includes a list 309 of the
wireless devices contained within the network map 302. Each
device identified in the list 309 could be selected to highlight
that device in the network map 302.

If one of the wireless devices in the network map 302 or the
list 309 is selected by a user (such as via a mouse, touch-
screen, or other input device), a pop-up window 310 can be
displayed in proximity to the selected device. The pop-up
window 310 displays various information about the selected
wireless device and its wireless connection(s). In this
example, the pop-up window 310 includes the selected wire-
less device’s transmission interval (30 seconds), bandwidth
currently used (38%), battery life (“high™), and wireless
channels. However, any other or additional information could
be presented in the pop-up window 310.

A control panel 312 can also be displayed when one of the
wireless devices is selected by a user. The control panel 312
includes various controls for configuring the associated wire-
less device and information about the associated wireless
device. In this example, the control panel 312 includes a
section 314 in which commands can be issued for the asso-
ciated wireless device to disjoin a wireless network or restart
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statistics for the associated wireless device. Yet another sec-
tion 318 identifies any faults detected with the associated
wireless device. Still another section 320 provides various
power supply-related statistics for the associated wireless
device. Additional tabs 322 can be selected in order to view
additional information and options for the associated wireless
device.

The control panel 312 also includes a section 324 related to
redundant connectivity of the associated wireless device in
the wireless network. Here, the section 324 identifies whether
the associated wireless device currently has redundant wire-
less connectivity. The section 324 also identifies the redun-
dant wireless connection availability for the associated wire-
less device over time. The connection availability is
expressed here as a percentage, although it could be
expressed in other numerical values (such as hours/minutes
for the past day) or non-numerical values (such as “good,”
“fair,” or “poor”). The section 324 further gives a user the
option of generating an alarm when redundant connectivity is
lost.

The system manager 124 or other device can have any
suitable data structures that support the identification or use
of redundant wireless connection availability values for one
or more devices in a wireless network. For example, the data
structures shown in Table 1 could be supported by the system
manager 124 or another device. Note, however, that the
details shown in Table 1 are for illustration only and that other

and rejoin the wireless network. Another section 316 in the 30 data structures could be used by the system manager 124 or
control panel 312 provides various uptime and connectivity another device.
TABLE 1
Name Value Data Type Description
COMMREDUNRATIO Communication  Type: UINT8 Identifies the [0,
kSmCommRedunRatio Redundancy Classification: 100] percentage of
Ratio Dynamic time that a node has
Accessibility: had redundant
Read connectivity. Can be
Initial default initialized to zero
value: n/a when the node is
Valid value offline or for access
set: [0, 100] points or other
NVS: n/a devices for which
this may not apply.
COMMREDUNSTATE Communication  Type: UINT8 Node’s current
kSmCommRedunsState Redundancy Classification: communication
State Dynamic redundancy state.
Accessibility: 0—Not Applicable
Read 1—Non-Redundant.
Initial default 2—Non-Redundant
value: n/a with No Secondary
Valid value Downlink.
set: [0, 5] 3—Non-Redundant
NVS: n/a with No Secondary

Uplink.
4—Non-Redundant
with No Secondary
Clock.
5—Redundant

Can be initialized to
zero when the node is
offline or for access
points or other
devices for which
this may not apply.
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TABLE 1-continued
Name Value Data Type Description
COMMREDUNALARMEN  Communication  Type: BOOLEAN Enable non-redundant

kSmCommRedunAlarmEn Classification:
Dynamic
Accessibility:
Read/Write
Initial default
value: True
Valid value
set: [True,
False]

NVS: n/a

Redundancy
Alarm

communication alarm.

Additional controls can also be provided in the graphical
display 300. For example, controls 326 allow a user to navi-
gate up, down, left, and right in the network map 302 and to
zoom in and zoom out within the network map 302. Controls
328 allow a user to select different network maps 302 and to
control various options of each network map 302. Some of the
options accessible via the controls 328 can include creating a
new network map 302, editing or deleting an existing network
map 302, and controlling which devices are included in a
network map 302. Other options accessible via the controls
328 can include controlling an opacity of a network map 302,
controlling whether grid lines are displayed in a network map
302, and controlling whether a network map 302 is locked in
order to prevent changes to the map. Still other options acces-
sible via the controls 328 can include controlling which sta-
tistical values (if any) are shown in the labels 308 of a network
map 302 and controlling which communication paths (such
as all, none, only routing, or only time synchronization con-
nections) are shown in a network map 302.

Controls 330 provide a wide range of controls related to the
network map 302 and to various process control-related func-
tions. Examples of the types of controls 330 that could be
used with the network map 302 include filtering the type(s) of
device(s) shown in the network map 302. The controls 330
also allow a user to view alarms and reports related to a
wireless network.

Although FIG. 3 illustrates one example of a graphical
display 300 for reporting redundant wireless connectivity,
various changes may be made to FIG. 3. For example, the
layout and arrangement of the graphical display 300 are for
illustration only. Also, the contents of the pop-up window 310
and the control panel 312 could vary depending on particular
needs.

FIG. 4 illustrates an example report 400 for disclosing or
using redundant wireless connectivity according to this dis-
closure. The report 400 here is shown as being accessed
through the “Reports” button in the controls 330 of the
graphical display 300. However, the report 400 could be
accessed in any other suitable manner.

As shown in FIG. 4, the report 400 represents a “Connec-
tion Summary” report. This report 400 provides a user with
detailed information about communication paths for devices
that are joined in a given network or portion thereof. The
report 400 includes an indication of whether a particular
wireless device currently has redundant connectivity and, if
so0, information about both the primary and secondary parent
nodes for the wireless device. The parent nodes represent the
nodes that receive redundant communications from the par-
ticular wireless device.

The report 400 also includes the redundant wireless con-
nection availability values for the wireless devices. These
availability values identify the status of the redundant wire-
less connections for the wireless devices over time. Various
cells could be highlighted or otherwise identified based on the
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availability values. As described above, for example, any
device with a redundant wireless connection availability
below 80% can be colored red, and any device with a redun-
dant wireless connection availability between 80% and 90%
can be colored yellow or orange.

The report 400 shown in FIG. 4 represents only one of the
reports that could be generated for a user. A menu 402 could
be used to select different reports. One, some, or all of those
reports could include redundant wireless connection avail-
ability values for wireless devices or information based on the
redundant wireless connection availability values.

Although FIG. 4 illustrates one example of a report 400 for
disclosing or using redundant wireless connectivity, various
changes may be made to FIG. 4. For example, the report 400
shown here is for illustration only. The content and arrange-
ment of the report 400 could be varied as desired, and other or
additional reports could include the redundant wireless con-
nection availability for one or multiple wireless devices.

FIG. 5 illustrates an example method 500 for reporting
redundant wireless connectivity within a wireless network
according to this disclosure. As shown in FIG. 5, the connec-
tivity of a wireless device in a wireless network is tracked over
time at step 502. This could include, for example, a monitor-
ing application supported by the system manager 124 identi-
fying or receiving information defining different connection
events associated with a wireless device. The connection
events can identify when connections involving the wireless
device are formed and lost. From this, the system manager
124 can identify when the wireless device has connectivity
and how many connections are supported by the wireless
device at any given time.

An amount of time that the wireless device has redundant
connectivity in the wireless network during a specified time
period is identified at step 504. This could include, for
example, the monitoring application identifying the amount
oftime that the wireless device had simultaneous connections
to multiple other devices in the wireless network.

A redundant wireless connection availability value for the
wireless device is identified at step 506. This could include,
for example, the system manager 124 identifying a percent-
age by dividing the amount of time identified in step 506 by
the specified time period. The system manager 124 could
calculate any other suitable value(s) and is not limited to use
of percentages. Other possible values could include a ratio of
the amount of time identified in step 506 to the specified time
period.

The redundant wireless connection availability value is
used in some manner at step 508. The specific use depends on
the application. For example, the availability value can be
included in the graphical display 300 or in a report 400. The
system manager 124 could also use the availability value to
select communication paths used in the wireless network,
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such as by switching the communication path(s) used by the
wireless device to more stable path(s). The system manager
124 could further trigger an alarm or a maintenance notifica-
tion if the connection availability is too low.

Although FIG. 5 illustrates one example of a method 500
for reporting redundant wireless connectivity within a wire-
less network, various changes may be made to FIG. 5. For
example, while shown as a series of steps, various steps in
FIG. 5 could overlap, occur in parallel, occur in a different
order, or occur any number of times. Also, the method 500
could be performed for any number of devices in a wireless
network.

Note that while various figures and the above description
have described the calculation of one redundant wireless con-
nection availability value for a wireless device, multiple con-
nection availability values could also be calculated for a wire-
less device. For example, as noted above, wireless
connections may be used for various purposes, such as pro-
cess data publication, request/response communications,
message routing, and clock synchronization. The system
manager 124 or other component could calculate a redundant
wireless connection availability value for each of these pur-
poses. These values need not necessarily be the same for a
wireless device. As another example, a single redundant wire-
less connection availability value could be calculated for a
device. That availability value could be based on the amount
of time that redundant connections are available for all pur-
poses, such as process data publication, request/response
communications, message routing, and clock synchroniza-
tion. In this example, if redundant connections are not avail-
able for all purposes, the wireless device could be viewed as
lacking redundant connectivity.

In some embodiments, various functions described above
are implemented or supported by a computer program that is
formed from computer readable program code and that is
embodied in a computer readable medium. The phrase “com-
puter readable program code” includes any type of computer
code, including source code, object code, and executable
code. The phrase “computer readable medium” includes any
type of medium capable of being accessed by a computer,
such as read only memory (ROM), random access memory
(RAM), a hard disk drive, a compact disc (CD), a digital video
disc (DVD), or any other type of memory. A “non-transitory”
computer readable medium excludes wired, wireless, optical,
or other communication links that transport transitory elec-
trical or other signals. A non-transitory computer readable
medium includes media where data can be permanently
stored and media where data can be stored and later overwrit-
ten, such as a rewritable optical disc or an erasable memory
device.

It may be advantageous to set forth definitions of certain
words and phrases used throughout this patent document. The
term “couple” and its derivatives refer to any direct or indirect
communication between two or more elements, whether or
not those elements are in physical contact with one another.
The terms “application” and “program” refer to one or more
computer programs, software components, sets of instruc-
tions, procedures, functions, objects, classes, instances,
related data, or a portion thereof adapted for implementation
in a suitable computer code (including source code, object
code, or executable code). The terms “receive” and “commu-
nicate,” as well as derivatives thereof, encompass both direct
and indirect communication. The terms “include” and “com-
prise,” as well as derivatives thereof, mean inclusion without
limitation. The term “or” is inclusive, meaning and/or. The
phrase “associated with,” as well as derivatives thereof, may
mean to include, be included within, interconnect with, con-
tain, be contained within, connect to or with, couple to or
with, be communicable with, cooperate with, interleave, jux-
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tapose, be proximate to, be bound to or with, have, have a
property of, have a relationship to or with, or the like. The
phrase “atleast one of,” when used with a list of items, means
that different combinations of one or more of the listed items
may be used, and only one item in the list may be needed. For
example, “at least one of: A, B, and C” includes any of the
following combinations: A, B, C, A and B,A and C, Band C,
and A and B and C.

While this disclosure has described certain embodiments
and generally associated methods, alterations and permuta-
tions of these embodiments and methods will be apparent to
those skilled in the art. Accordingly, the above description of
example embodiments does not define Or constrain this dis-
closure. Other changes, substitutions, and alterations are also
possible without departing from the spirit and scope of this
disclosure, as defined by the following claims.

What is claimed is:

1. A method comprising:

tracking a connectivity of a wireless device in a wireless

network over time;

based on the tracked connectivity, identifying an amount of

time that the wireless device previously did or did not
have redundant connectivity in the wireless network
during a specified time period; and

identifying a redundant wireless connection availability of

the wireless device during the specified time period
using the identified amount of time;
wherein the wireless device communicates over wireless
communication paths for multiple purposes; and

wherein the redundant wireless connection availability is
based on redundant connectivity for each purpose dur-
ing the specified time period.

2. The method of claim 1, wherein identifying the amount
of'time that the wireless device previously did or did not have
redundant connectivity comprises:

identifying connection events associated with the wireless

device, the connection events comprising events in
which a wireless connection with the wireless device
was formed and events in which a wireless connection
with the wireless device was dropped; and

identifying time periods during which multiple wireless

connections with the wireless device did or did not exist.

3. The method of claim 2, wherein identifying the redun-
dant wireless connection availability comprises:

identifying a percentage of the specified time period during

which multiple wireless connections with the wireless
device existed.

4. The method of claim 1, further comprising:

generating a graphical display, the graphical display

including the redundant wireless connection availabil-
ity.

5. The method of claim 4, wherein:

the graphical display comprises a network map, the net-

work map identifying multiple wireless devices and
multiple communication paths between the wireless
devices; and

the method further comprises identifying a redundant wire-

less connection availability for each of the multiple
wireless devices.

6. The method of claim 5, further comprising:

upon a selection of one of the wireless devices, providing a

user with one or more controls for configuring the
selected wireless device.

7. The method of claim 1, further comprising:

generating a report comprising at least one of: the redun-

dant wireless connection availability and information
based on the redundant wireless connection availability.
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8. The method of claim 1, further comprising:

generating an alarm when the wireless device loses redun-

dant connectivity in the wireless network.

9. An apparatus comprising:

at least one processing device configured to:

track a connectivity of a wireless device in a wireless
network over time;

based on the tracked connectivity, identify an amount of
time that the wireless device previously did or did not
have redundant connectivity in the wireless network
during a specified time period; and

identify a redundant wireless connection availability of
the wireless device during the specified time period
using the identified amount of time; and

at least one memory configured to store the redundant

wireless connection availability;

wherein the wireless device is configured to communicate

over wireless communication paths for multiple pur-
poses; and

wherein the at least one processing device is configured to

identify the redundant wireless connection availability
based on redundant connectivity for each purpose dur-
ing the specified time period.

10. The apparatus of claim 9, wherein the at least one
processing device is configured to:

identify connection events associated with the wireless

device, the connection events comprising events in
which a wireless connection with the wireless device
was formed and events in which a wireless connection
with the wireless device was dropped; and

identify time periods during which multiple wireless con-

nections with the wireless device did or did not exist.

11. The apparatus of claim 10, wherein the at least one
processing device is configured to identify the redundant
wireless connection availability as a percentage of the speci-
fied time period during which multiple wireless connections
with the wireless device existed.

12. The apparatus of claim 9, wherein the at least one
processing device is further configured to:

generate a graphical display including the redundant wire-

less connection availability.

13. The apparatus of claim 12, wherein:

the graphical display comprises a network map identifying

multiple wireless devices and multiple communication
paths between the wireless devices; and

the at least one processing device is configured to identify

a redundant wireless connection availability for each of
the multiple wireless devices.

14. The apparatus of claim 9, wherein the at least one
processing device is further configured to:

generate a report comprising at least one of: the redundant

wireless connection availability and information based
on the redundant wireless connection availability.

15. The apparatus of claim 9, wherein the at least one
processing device is further configured to:

generate an alarm when the wireless device loses redun-

dant connectivity in the wireless network.

16. A non-transitory computer readable medium embody-
ing a computer program, the computer program comprising
computer readable program code for:

tracking a connectivity of a wireless device in a wireless

network over time;

based on the tracked connectivity, identifying an amount of

time that the wireless device previously did or did not
have redundant connectivity in the wireless network
during a specified time period; and
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identifying a redundant wireless connection availability of
the wireless device during the specified time period
using the identified amount of time;

wherein the wireless device is configured to communicate

over wireless communication paths for multiple pur-
poses; and

wherein the computer readable program code for identify-

ing the redundant wireless connection availability com-
prises computer readable program code for identifying
the redundant wireless connection availability based on
redundant connectivity for each purpose during the
specified time period.

17. The computer readable medium of claim 16, wherein
the computer readable program code for identifying the
amount of time that the wireless device previously did or did
not have redundant connectivity comprises computer read-
able program code for:

identifying connection events associated with the wireless

device, the connection events comprising events in
which a wireless connection with the wireless device
was formed and events in which a wireless connection
with the wireless device was dropped; and

identifying time periods during which multiple wireless

connections with the wireless device did or did not exist.

18. The computer readable medium of claim 17, wherein
the computer readable program code for identifying the
redundant wireless connection availability comprises com-
puter readable program code for:

identifying a percentage of the specified time period during

which multiple wireless connections with the wireless
device existed.

19. The computer readable medium of claim 16, wherein
the computer program further comprises computer readable
program code for:

generating a graphical display, the graphical display

including the redundant wireless connection availabil-
ity.

20. The computer readable medium of claim 16, wherein
the computer program further comprises computer readable
program code for:

generating a report comprising at least one of: the redun-

dant wireless connection availability and information
based on the redundant wireless connection availability.

21. A method comprising:

tracking a connectivity of a wireless device in a wireless

network over time;

based on the tracked connectivity, identifying an amount of

time that the wireless device previously did or did not
have redundant connectivity in the wireless network
during a specified time period; and

identifying a redundant wireless connection availability of

the wireless device during the specified time period
using the identified amount of time;

wherein the wireless device communicates over wireless

communication paths for multiple purposes including
process data publications, request/response communi-
cations, message routing, and clock synchronization;
and

wherein the redundant wireless connection availability is

based on redundant connectivity for each purpose dur-
ing the specified time period.

22. The method of claim 21, wherein the redundant wire-
less connection availability is based on an amount of time that
redundant connections were or were not available for all
purposes during the specified time period.
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